CBEJEHUA

0 peanu3yeMbIX TPEOOBAHHSX K 3AILUTE NICPCOHAIBHBIX JaHHBIX B
000 «CEMEMHbIM MAT'A3UH»

Bo wucnomnenue TtpeboBanuii DenepanpHoro 3akona Poccuiickoit ®enepanuu  «O
nepcoHanbHbIX AaHHbIX» OT 27 wutona 2006 r. Nel52-®3, nocrtanosnenus [lpaButenbcTBa
Poccuiickoit @enepannu ot 1 HOsOps 2012 r. Ne 1119 «O6 yTBepxkeHun TpeOOBaHUN K 3aIUTE
NEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX
JAHHBIX», @ TAK)K€ MHBIX HOPMATHUBHBIX MPABOBBIX AKTOB, PErYJIUPYIOIMIUX BOMPOCHI 3aLIUTHI
MEPCOHAIBHBIX JaHHBIX, PEAIU3YIOTCS CIEIYIOIINE MEPhI MO 3alUTE MePCOHANBHBIX JAHHBIX:

1. Ha3zHaueHo 1110, OTBETCTBEHHOE 332 OPTaHU3aIINI0 00paOOTKHU MEPCOHABHBIX JTaHHBIX.

2. HasznaueHbl aaMuHHCTpaTOp Oe3o0macHOCTU nepcoHanbHbIX AaHHbIX B MCII[IH u
agmunuctpatop UCII/IH.

3. YTBepk/eH nepeueHb HHPOPMALMOHHBIX CUCTEM 00pa0OTKH MEPCOHATIBHBIX JaHHBIX.
4. YTBepKIIeH IepeueHb CPEJICTB 3aUThl HHPOPMAITUH.
5. YTBepK/IeH nepevyeHb CPeACTB KPUNITOrpaguuecKon 3auThl HHPOPMALIUH.

6. PazpaboTaHbl U yTBEP:KJIEHBI CIIENYIOIINE HHCTPYKIIUU:

- JOJDKHOCTHAsI MHCTPYKLIMS OTBETCTBEHHOTO 32 00pab0TKy MepcoHaIbHBIX JaHHbIX B OO0
«CEMEMHBIN MAT A3UH»;

- MHCTPYKLHUS OTBETCTBEHHOrO 3a 0O0pabOTKy mepcoHanbHbIX JaHHBIX B 00O
«CEMEMHBIM MATA3WH», kacaiomascsi ero AesTeIbHOCTH 110 OpPraHM3allié 0OpaGoTKH
NEPCOHAIBHBIX JaHHBIX B HH(OPMAIIMOHHBIX CUCTEMAX;

- HHCTPYKLHUA aJMUHHUCTpaTOpa 0€30MacHOCTH NepcoHalbHbIX AaHHbIX B UCTI/H;

- nHCTpyKuua agmuauctpatopa UCII/dH;

- HHCTPYKLHUA 0 nopsiike padboTsl nonb3osarens B UCIH;

- HHCTPYKLHKA IO Opranu3annu naposbHoi 3amutsl B UCIT/IH;

-MHCTPYKIMS O IEHCTBUSX JINLL, JONyIeHHbIX K padote B ICII/IH, B cilyuae BOSHUKHOBEHHUS
HEIITaTHBIX CUTYalui;

- HHCTPYKLHUA IO Opranu3anuu pesepsHoro konuposanus B MCII/H;

- MHCTPYKIHMSA 1O 3aiuTe HHPopMauu o coobiTusx 0ezonacnoctu B UCII/IH;

-UHCTPYKLIMSI O TIOpSAJKE M3MEHEHUsI COocTaBa W KOHQUTypallMM TEXHUYECKUX |
nporpaMMHbIX cpencts B UCI/IH;

- HTHCTPYKIHS 110 OpraHu3anuy aHTuBUpycHo! 3amuthl B UCII/IH;

-UHCTPYKIMS 1O TOPSAKY YHUYTOXKEHUS M O0€3JIMYMBAHMS TMEPCOHAIBHBIX JaHHBIX B
NCITAn.

7. Pa3paboTaHbl U yTBEPKIECHBI CIEAYIOUINE YUETHBIE KypHaIbL:

- )KypHaJl ()aKTOB BCKPBITHS U ONE€YaThIBAHUS PAaOOUYMX CTAHIIMU U CEPBEPOB, BHIMOIHEHUS
npoUIaKTUHYECKHX paboOT, YCTAaHOBKU M MOJM(UKALIMKA MPOTPAMMHBIX CPEJCTB Ha AJIEMEHTax
NCIIH;

- )KypHaJI yuera JeWCTBUM MoJIb30BaTesel (BeeTCs B 3JIEKTPOHHOM BH/JIE);

- )KypHaJI yuyeTa MalllMHHBIX HOCUTEeJeH nHpOopMaLuy;

- )KypHaJI y4eTa IIPOBEACHHS HHCTPYKTaXEH;

- JKypHaJ yd4eTa CpeACTB 3aIlllUThl WH(POPMALUU IKCIUTyaTAIIMOHHOM W TEXHHYECKOU
JOKYMEHTAallUU K HUM;

- JKypHaJI IPOBEPOK OCBEIOMIICHHOCTH,;



- XKypHaJ ydeTa CpeJICTB KpUnTorpauyeckoi 3amuTsl HHGOpMaIm;

- )KypHaJI y4yeTa UHIUIECHTOB;

-KypHaln yuéra 3ampocoB (oOpaleHuil) CyOBbEKTOB IMEPCOHAIBHBIX JAHHBIX WIM HX
IIPEACTABUTEIICH.

8. PazpaboTanbl u yTBepK1eHbI (POPMBI CIIEIYIOIINUX aKTOB:

- aKT 00 YHHUTOKEHUU NEPCOHAIIbHBIX JaHHbIX;

- aKT OINpPEJEJICHUS YPOBHS 3allUIIEHHOCTH NiepcoHanbHbIX qanHbix MCI1H;

- aKT YCTaHOBKH U BBOJIa B 3KCILTyaTalllIO CPEJICTB 3aIUThI HH()OPMALINY;

- aKT YCTAaHOBKM M BBOJA B OKCIUTyaTallMIO CPEJACTB KPHUNTOTPapUUECKON 3alluThl
uHpopmanuu;

- aKT [IPOBEJICHUS UHCTPYKTAXA;

- aKT OLICHKH Bpe/a, KOTOPBIA MOKET ObITh IPUUMHEH CYObEKTaM MEePCOHATBHBIX TAaHHBIX B
cinydae HapyuieHust denepanbHoro 3akoHa «O MepCcOHaNbHBIX AAHHBIX» OT 27 uronst 2006 r.
Nel52-03;

9. Pa3paboranbl, yTBEp>KJI€Hbl U JTOBEACHBI A0 cBeJeHUs paboTHUKOB [lonoxeHue o6
00paboTKe U 3aIuTe NePCOHATBHBIX JaHHBIX OO0 «CEMEWHBIN MAT A3UH» u [onurrka B
OTHOIICHMM O0OpaGOTKH TNepcoHANbHbIX gaHHBIX B 000 «CEMEWHBIA MATA3HHYy,
3aTparuBaroas 00paboTKy NepCOHAIbHbBIX JAHHBIX MIOCETUTENIEH caiiTa.

10. Ony6nukoBaHa W pa3MelieHa Ha caiite IlonuTuka B OTHOIIEHHMH 00pabOTKH
nepcoHanbHbX JMaHHBIX B OO0 «CEMEWHbBINM MAT'A3UH», 3arparuBaromasi o6paboTKy
HEepCOHAIbHBIX JaHHBIX ITOCETUTENEH caiiTa.

11. YTBepkaeH nepeueHb HHPOPMAIIMOHHBIX cucTeM nepcoHanbHbIX gaHHbIX (MCIIAH),
10 KaKI0M U3 HUX pa3paboTaHa U YTBEP)KJEHA MOJIENb YIPO3, ONPEEICHbI aKTyalbHbIE YTPO3bI
0e30macHOCTH UH(POPMALMK TEPCOHATBHBIX TAHHBIX.

12. IlpumeHsIOTCS OpraHU3alMOHHBIE W TEXHUYECKHE MEpbl 10 00ECIEeYeHHUIO
0€30IaCHOCTH TEPCOHATBHBIX JAHHBIX MpU HX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX, HEOOXOAUMBIE JUISl BHIOJHEHUS! TPEOOBAaHUH K 3allIUTE MEPCOHAIBHBIX
JTAaHHBIX, MCIIOJIHEHHE KOTOpBIX oOecredunBaeT ycraHoBleHHblE IIpaButensctBoM Poccuiickoit
®denepaliil ypoBHHU 3aLIUIIEHHOCTH NIEPCOHATBHBIX ITAHHBIX, B YaCTHOCTH:

- pa3paboTaHbl MOJIETH YTPO3 O€30MacHOCTH B MH(GOPMAIIMOHHBIX CUCTEMAX;

- TPOU3BOJIUTCS OLEHKa A(P(PEeKTUBHOCTH TNPUHUMAEMBIX Me€p 10 OO0ECIEeUEHUIOo
0€30I1aCHOCTH NMEPCOHANBHBIX JaHHBIX /10 BBOJA B HKCIUIyaTal[MI0 MHPOPMALMOHHOW CHCTEMbI
MEePCOHAIBHBIX JTaHHBIX;

- pa3paboTaHbl COOTBETCTBYIOIIME OPraHU3allMOHHO-PACHOPSAUTENIBHBIE JOKYMEHTHI MO
BOIIpOCcaM 00pabOTKU MEPCOHAIBHBIX TAHHBIX;

- pabOTHHKH, HEMOCPEICTBEHHO OCYIIECTBIAIONIME 00pabOTKY MEPCOHATBHBIX JAHHBIX,
O03HAaKOMJICHBI C TOJIOKEHHMSMHU 3aKoHoaarenbcTBa Poccuiickoit denepanuy 0 NEpPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE€ C TPeOOBAHUSAMHU K 3allUTe MEPCOHANBHBIX JAHHBIX, JOKYMEHTaMH,
OTIpEACIAIONIMMHU TOJIUTUKY OpPraHU3alMi B OTHOLIEHUH OOpaOOTKH MEPCOHAIBbHBIX JIaHHBIX,
JIOKaJIbHBIMHM aKTaMU I10 BOIIpocaM 00pabOTKU NMEPCOHATBHBIX JAHHBIX;

- BEJIETCS y4eT MalTMHHBIX HOCHUTENIEH MEePCOHANbHbBIX JaHHBIX;

- TPOU3BOAATCA MEPONPUATHS IO OOHAPYKEHHIO TMOMBITOK HECAaHKIMOHWPOBAHHOIO
JocTyna K HMHQOPMAIMOHHBIM CHCT€MaM IEpPCOHANbHBIX JAaHHBIX W IPUHUMAIOTCA
COOTBETCTBYIOIIUE MEphl pEarupoBaHUsl Ha MHLIMJEHTBI, CBSI3aHHBIE C IOINBITKAMHU
HECAHKIIMOHMPOBAHHOTO JOCTYyNa K MH()OPMAIIMOHHBIM CUCTEMAaM NEPCOHAIbHBIX JaHHBIX;

- YCTaHOBJIEHBI TpaBHJA JOCTYHNa K IEPCOHAJIBHBIM JaHHBIM, OOpalOaThIBAaEMbIM B
MH(POPMALIMOHHOM CUCTEME MEPCOHANIBHBIX IaHHBIX, a TAKXKE 00ecreueHa perucTpanus coObITui



0€30I1aCHOCTH NPHU COBEPIICHUU ACUCTBUM C NMEPCOHAIBHBIMHU JaHHBIMH B MH()OPMAIMOHHON
CUCTEME IIEPCOHAIBHBIX TAHHBIX;

- pa3rpaHUYeHbl YPOBHHU JOIYCKa COTPYAHUKOB TAKMM 00pa30M, UTOOBI OHU UMEIH JOCTYI
TOJIBKO K TEM KaTErOpUsIM MEPCOHAIbHBIX JAaHHBIX, KOTOPbIE HYKHbI UM HEIOCPEACTBEHHO IS
BBINOJIHEHHS CBOMX TPYJIOBBIX 00s3aHHOCTEH;

- o0ecrieyeH KOHTpOJIb 32 NPUHUMAEMBIMH MepaMH MO OOeCHeueHHI0 Oe301MacHOCTH
HEPCOHANBHBIX JaHHBIX U TPEOOBAHUSAMHU YPOBHS 3alLUIIEHHOCTH MH()OPMAIMOHHBIX CHCTEM
[IEPCOHAIbHBIX JaHHBIX;

- OpPraHu30BaH PeXHUM oOecredeHus 0e30IacHOCTU MOMELIECHUH, B KOTOPhIX pa3MelleHa
UHPOpPMALIMOHHAS ~ CHCTE€Ma,  MPENATCTBYIOIIUH  BO3MOXXHOCTH  HEKOHTPOJIHUPYEMOTO
IPOHUKHOBEHUS WJIM NPeObIBAaHMS B 3TUX MOMEILEHUX JIMLI, HE UMEIOLIUX IIpaBa JOCTyIa B 3TH
IIOMELLEHUS;

- o0ecrieunBaeTcs COXPaHHOCTh HOCUTENEH IEPCOHANBHBIX IaHHBIX;

- YTBEPXJAEH JOKYMEHT, ONpPEICISIIOIIMNA IepeyeHb JOJDKHOCTEH, IOCTYH KOTOPBIX K
HEPCOHANbHBIM JAaHHBIM, 00pabaThiBaeéMbIM B HMH(OPMAIMOHHON cHUcTeMe, HEOOXOIUM i
BBITTOJIHEHUS] UMH CITY’KEOHBIX (TPYAIOBBIX) 00S3aHHOCTEH;

- HCIOJB3YIOTCA CpEICTBA 3allUThl WHGOpPMAlMK, MPOIIEAIINE IMPOLUEAYPY OLEHKU
COOTBETCTBUS TPeOOBAHUAM 3aKOHOAaTENbCTBA Poccuiickoit @eneparun B 00J1aCTH 00eCTIeYeHHUS
6e3omacHocTH MH(OpMaIMK, B ciydyae, KOrja NPUMEHEHHE TaKUX CPeACTB HEOOXOAMMO s
HEUTpaau3aluy aKTyalbHbIX YIpo3;

- HUCHOJb3YIOTCS CpEeACTBAa KpUNTOrpauyeckod 3aiuThl HMHPOPMALUM, MPOIIEIIINE
MPOLIEYPY OLIEHKH COOTBETCTBUSI TPeOOBaHMIM 3aKkoHoAarenbcTBa Poccuiickoit denepanun B
oOnactu obecnieueHust 6€30MacHOCTH UH(OPMAIIMH, B CIydae, KOT/1a IPUMEHEHHUE TaKUX CPEJICTB
HE00XO0IUMO U1l HEUTPAIU3allui aKTyaJbHBIX YIpoO3.



